ELYSIUM

ACADEMY

TESBO COURSE

SR. CODE _

EAPL/TESBO/TSTCO7

COURSE CODE

EATIT

SUB CATEGORY
CYBER SECURITY AND

NETWORKING

iy )

X

TOTALDURATION THEORY TAKEN

180 1J 43

HOURS HOURS HOURS

PRACTICAL TAKEN

ELYSIUM
ACADEMY
TESBO

T INFRA
MANAGER




ELYSIUM

ACADEMY
Milestone of Cognizance

{7}

COURSE DESCRIPTION

COURSE GOALS

© Elysium Academy Private Limited. All Rights Reserved.

CompTIA A+ 220-1102 covers Install, configure,
and maintain computer equipment, mobile
devices, and software for end  users.
Understand networking basics and apply basic
cybersecurity methods to mitigate threats.
Apply troubleshooting skills and provide
customer support using appropriate
communication skills. Properly and safely
diagnose, resolve, and document common
hardware and software issues.

CompTIA A+ 220-1102 understands the basics of
scripting, cloud technologies, virtualization,
and multi-OS deployments In corporate
environments. Industry standards and best
practices for documentation, change
management, disaster prevention and
recovery, procedures and policies.
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Your potential is unrestricted with CompTIA A+
Certification. Because the certification does
not emphasize vendor-specific software and
hardware, you may concentrate on building
your technical foundation and becoming
familiar with the technical vocabulary you will
need for your chosen career path. You have
unfettered access to high-demand careers,

such as cybersecurity and computer networking,
with the CompTIA A+ certification. It addresses
operating system installation and configuration,
enhanced security, software troubleshooting,
and operational processes
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MOBILE DEVICES

. OL.INSTALL AND CONFIGURE
"a Bm LAPTOP HARDWARE

Ol.Hardware/device Replacement

a.Battery
f* i b.Keyboard/keys
EHAPTER c.Random-access memory (RAM)
d.Hard disk drive (HDD)/solid state drive

(SSD) migration
e.HDD/SSD replacement
f. Wireless cards
O2.Physical Privacy and Security

Components
a.Biometrics

b.Near-field scanner features

02.DISPLAY COMPONENTS OF
MOBILE DEVICE TYPES

Ol.Liquid crystal display (LCD)

a.ln-plane switching (IPS)
b.Twisted nematic (TN)
c.Vertical alignment (VA)

02.0rganic light-emitting diode (OLED)

a.Mobile display components

b.WiFi antenna connector/placement
c.Camera/webcam

d.Microphone

e.Touch screen/digitizer

f.Inverter

© Elysium Academy Private Limited. All Rights Reserved. 035
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CONFIGURE ACCESSORIES

O1l. Connection methods

a.Universal Serial Bus (USB)/ USB-C/
microUSB/miniUSB

b.Lightning

- T c.Serial interfaces
EHAPTER d.Near-field communication (NFC)

e.Bluetooth
f.Hotspot

O2. Accessories
a.fouch pens
b.Headsets
c.Speakers
d.Webcam
e.Docking station

f.Port replicator
g.Trackpad/drawing pad

MOBILE-DEVICE NETWORK
CONNECTIVITY

O1.Wireless/cellular data network
(enable/disable)

a.2G/3G/4G/5G

b.Hotspot

c.Global System for Mobile
Communications (GSM) vs. code-division
multiple access (CDMA)

e.Preferred Roaming List (PRL) updates

AN -"

© Elysium Academy Private Limited. All Rights Reserved.
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O2.Bluetooth

a.Global Positioning System (GPS) services

b.Cellular location services

O3J3. Mobile device management
(MDM)/mobile application
management (MAM)

a.Corporate email configuration
b.Two-factor authentication
c.Corporate applications

O4.Mobile device synchronization
a.Account setup

Microsoft 365
Google Workspace
iICloud
b.Data to synchronize
Mail
Photos
Calendar
Contacts
Recognizing data caps

© Elysium Academy Private Limited. All Rights Reserved.
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NETWORKING

~ TRANSMISSION CONTROL
™ /  PROTOCOL (TCP) AND

/T | USER DATAGRAM
PROTOCOL (UDP)

' :L'.. ﬂ'"l

O1.Ports and protocols

cﬂAPTER a.20/21 - File Transfer Protocol (FTP)

b.22 — Secure Shell (SSH)
c.23 - Telnet

d.25 - Simple Mail Transfer Protocol (SMTP)
e.53 - Domain Name System (DNS)

f.67/68 — Dynamic Host Configuration Protocol
(DHCP)

g.80 - Hypertext Transfer Protocol (HTTP)
h.110 - Post Office Protocol 3 (POPJ3)

1.137/139 — Network Basic Input/
Output System (NetBIOS)/
NetBIOS over TCP/IP (NetBT)

j.143 — Internet Mail Access Protocol (IMAP)

k.161/162 - Simple Network Management
Protocol (SNMP)

l. 389 - Lightweight Directory Access
Protocol (LDAP)

m.443 - Hypertext Transfer Protocol
Secure (HTTPS)

n.445 - Server Message Block
(SMB)/Common Internet File System (CIFS)

0.3389 - Remote Desktop Protocol (RDP)

© Elysium Academy Private Limited. All Rights Reserved. 06
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O2.TCP vs. UDP
a.Connectionless
- DHCP
- Trivial File Transfer Protocol (TFTP)

b.Connection-oriented
- HTTPS
. SSH

- COMMON NETWORKING
| & | HARDWARE

Fe a.Routers
B | b.Switches

' R f"

- Managed

\ E Ly .

- \ =, I

% y \ : __; y

- _ —_—_

l:HAPIER - Unmanaged

c.Access points

d.Patch panel

e.Firewall

f.Power over Ethernet (PoE)

- Injectors

- Switch

- POE standards

g.Hub

h.Cable modem

i.Digital subscriber line (DSL)
j.Optical network terminal (ONT)
k.Network interface card (NIC)
|.Software-defined networking (SDN)

© Elysium Academy Private Limited. All Rights Reserved. 07
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O1.CONTRAST PROTOCOLS
FOR WIRELESS
NETWORKING

a.Frequencies
- 2.4GHz

CHAPTER ' oo

b.Channels

- Regulations

+ 2.4GHz vs. 5GHz
c.Bluetooth
d.802.11

S Q T QO

- ac (WiFi 5)

- aX (WiFi 6)

e.Long-range fixed wireless

- Licensed

- Unlicensed

- Power

- Regulatory requirements for wireless power
f.NFC

g.Radio-frequency identification (RFID)

© Elysium Academy Private Limited. All Rights Reserved.
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02.NETWORKED HOSTS

Ol. Server Roles

a.DNS

b.DHCP

c.Fileshare

d.Print servers

e.Mail servers

f.Syslog

g.Web servers

h.Authentication, authorization,
and accounting (AAA)

O2.Internet Appliances

a.Spam gateways

b.Unified threat management (UTM)
c.Load balancers

d.Proxy servers

OJ3.Legacy/Embedded Systems

a.Supervisory control and data
acquisition (SCADA)

O4.Internet of Things (loT) Devices

© Elysium Academy Private Limited. All Rights Reserved.
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. e OLINSTALL AND CONFIGURE

Ol. Internet Protocol (IP)
Addressing

Uy J !
CHAPTER o
- Private addresses

- Public addresses

b.IPvé

c.Automatic Private IP Addressing (APIPA)
d.Static

e.Dynamic

f.Gateway

02.COMMON NETWORK
CONFIGURATION

O1.DNS

a.Address

- A

- AAAA

b.Mail exchanger (MX)

c.Text (TXT)

- Spam management

(i) DomainKeys Identified Mail (DKIM)
(ii) Sender Policy Framework (SPF)

(iii) Domain-based Message Authentication,
Reporting, and Conformance (DMARC)

© Elysium Academy Private Limited. All Rights Reserved.
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INTERNET CONNECTION
AND NETWORK TYPES

Ol. Internet Connection Types

@ b.Fiber

P c.Cable

d.DSL
e.Cellular

f.Wireless Internet service
g.provider (WISP)

O2.Network types

a.Local area network (LAN)

b.Wide area network (WAN)
c.Personal area network (PAN)
d.Metropolitan area network (MAN)
e.Storage area network (SAN)
f.Wireless local area network (WLAN)

NETWORKING TOOLS

a.Crimper
b.Cable stripper

c.WiFi analyzer
d.Toner probe

e.Punchdown tool

f.Cable tester
g.L.oopback plug

h.Network tap

© Elysium Academy Private Limited. All Rights Reserved. 11
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HARDWARE

~_ CABLE TYPES AND THEIR
" /M . CONNECTORS

Ol.Network Cables

a.Copper
- Cat 5

CHAPTER = ~cet®e

- Cat 6
- Cat 6a
- Coaxial

- Shielded twisted pair
(i) Direct burial

- Unshielded twisted pair
b.Plenum

c.Optical

- Fiber

d.T568A/T568B

O2.Peripheral cables

a.USB 2.0
b.USB 3.0
c.Serial

d.Thunderbolt

O3.Video cables

a.High-Definition Multimedia Interface (HDMI)
b.DisplayPort

c.Digital Visual Interface (DVI)

d.Video Graphics Array (VGA)

© Elysium Academy Private Limited. All Rights Reserved. 12
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O4.Hard drive cables

a.Serial Advanced Technology Attachment (SATA)
b.Small Computer System Interface (SCSI)
c.External SATA (eSATA)

d.Integrated Drive Electronics (IDE)

O5.Adapters

Oé6.Connector types

a.RJI11

b.RJ45

c.F type
d.Straight tip (ST)

e.Subscriber connector (SC)

f.Lucent connector (LC)
g.Punchdown block
h.microUSB

i.miniUSB

j.USB-C

K.Molex

l.Lightning port

m.DB?

© Elysium Academy Private Limited. All Rights Reserved. 15
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INSTALL THE
APPROPRIATE RAM

O1.RAM types
a.Virtual RAM

I b.Small outline dual inline memory
EHAPTER module (SODIMM)
c.Double Data Rate 3 (DDR3)
d.Double Data Rate 4 (DDR4)
e.Double Data Rate 5 (DDR5)
f.Error correction code (ECC) RAM

02.Single-channel
OJ3.Dual-channel
O4.Triple-channel
O05.Quad-channel

INSTALL STORAGE DEVICES
_| b O1l1.Hard Drives

.,f a.Speeds
o N . . 5,400rpm

- 7,200rpm
CHAPTER 10,000rpm
-+ 15,000rpm
b.Form factor

- 2.5
* 3.9

© Elysium Academy Private Limited. All Rights Reserved. 14
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02.SSDs

a.Communications interfaces

- Non-volatile Memory Express (NVMe)

- SATA

- Peripheral Component Interconnect
Express (PCle)

b.Form factors

- M.2

- MSATA

OJ3.Drive configurations
a.Redundant Array of Independent

(or Inexpensive) Disks (RAID) O, 1, 5, 10

O4.Removable storage
a.Flash drives

b.Memory cards
c.Optical drives

_ CONFIGURE
= lﬂ‘ 2 \  MOTHERBOARDS, CENTRAL
I | PROCESSING UNITS (CPUS)
B O1.Motherboard form factor
N O a.Advanced Technology eXtended (ATX)
EHAPTER b.Information Technology eXtended (ITX)

O2.Motherboard connector types

a.Peripheral Component Interconnect (PClI)
b.PCl Express (PCle)

© Elysium Academy Private Limited. All Rights Reserved. 15
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c.Power connectors
d.SATA
e.eSATA

f.Headers
g.M.2

O3.Motherboard Compatibility

a.CPU sockets
- Advanced Micro Devices, Inc. (AMD)

- Intel
b.Server
c.Multisocket
d.Desktop
e.Mobile

O4.Basic Input/Output System
(BIOS)/Unified Extensible
Firmware Interface (UEFI) settings
a.Boot options

b.USB permissions

c.Trusted Platform Module (TPM) security
features

d.Fan considerations
e.Secure Boot
f.Boot password

OS5.Encryption

a.TPM
b.Hardware security module (HSM)

© Elysium Academy Private Limited. All Rights Reserved.
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06.CPU architecture

a.x64/x86

b.Advanced RISC Machine (ARM)
c.Single-core

d.Multicore

e.Multithreading

f.Virtualization support

O7.Expansion cards

a.Sound card
b.Video card
c.Capture card
d.NIC

08.Cooling

a.Fans

b.Heat sink

c.Thermal paste/pads
d.Liquid

POWER SUPPLY

a.lnput 110-120 VAC vs. 220-240 VAC
b.Output 3.3V vs. 5V vs. 12V

c.20-pin to 24-pin motherboard adapter

d.Redundant power supply

EHAPTER e.Modular power supply

f.Wattage rating

© Elysium Academy Private Limited. All Rights Reserved. 17
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PRINTERS AND SETTINGS

R O1l. Properly unboxing a device -
re setup location considerations
N | O2.Use appropriate drivers for a
given OS

EHAPTER a.Printer Control Language (PCL) vs.

PostScript
OJ3.Device connectivity

a.USB
b.Ethernet
c.Wireless

O4.Public/shared devices

a.Printer share

x
—_— . - S———

b.Print server

O5.Configuration settings

a.Duplex
b.Orientation
c.fray settings

d.Quality
06. Security

a.User authentication
b.Badging

c.Audit logs
d.Secured prints

O7.Network scan services
a.Email

b.SMB
c.Cloud services

O8.ADF/flatbed scanner

© Elysium Academy Private Limited. All Rights Reserved. 18
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__ INSTALL AND REPLACE
) , PRINTER CONSUMABLES

Ol. Laser

a.lmaging drum, fuser assembly, transfer
- v belt, transfer roller, pickup rollers,
separation pads, duplexing assembly

EHAPTER b.Imaging process: processing, charging,
exposing, developing, transferring, fusing,

and cleaning

c.Maintenance: Replace toner, apply
maintenance kit, calibrate, clean

O2.Inkjet

a.lnk cartridge, print head, roller, feeder,
duplexing assembly, carriage belt

b.Calibration

c.Maintenance: Clean heads, replace cartridges,
calibrate, clear jams

O3.Thermal

d.Feed assembly, heating element

b.Special thermal paper

c.Maintenance: Replace paper, clean heating
element, remove debris

d.Heat sensitivity of paper

O4.Impact

a.Print head, ribbon, tractor feed

b.Impact paper

c.Maintenance: Replace ribbon, replace print
head, replace paper

© Elysium Academy Private Limited. All Rights Reserved. 19
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05.3-D printer

a.Filament
b.Resin
c.Print bed

VIRTUALIZATION AND CLOUD COMPUTING

CLOUD-COMPUTING
"l ™9 CONCEPTS

Ol.Common cloud models
, ,;f a.Private cloud
‘ b.Public cloud

BHAPTER c.Hybrid cloud

d.Community cloud

e.Infrastructure as a service (laa$)
f.Software as a service (Saas)
g.Platform as a service (Paa$)

02.Cloud characteristics

a.Shared resources
b.Metered utilization
c.Rapid elasticity
d.High availability

e.File synchronization

O3.Desktop virtualization

a.Virtual desktop infrastructure
(VDI) on premises

b.VDI in the cloud

© Elysium Academy Private Limited. All Rights Reserved. 20
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CLIENT-SIDE
VIRTUALIZATION

O1. Purpose of virtual machines

| | a.Sandbox

—— . e

b.Test development

EH APTER c.Application virtualization

- Legacy software/0OS
. Cross-platform virtualization

O2.Resource requirements
03.Security requirements

HARDWARE AND NETWORK TROUBLESHOOTING

__ PRACTICE METHODOLOGY
"N (™ , TO RESOLVE PROBLEMS

Ol1.Always consider corporate
B policies, procedures and

impacts before implementing

CHAPTER changes

a. ldentify the problem

- Gather information from the
user, identify user changes, and,
if applicable, perform backups
before making changes
Inquire regarding
environmental or infrastructure

changes

© Elysium Academy Private Limited. All Rights Reserved. 21
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Since
{2007

O2.Establish a theory of probable
cause

a.lf necessary, conduct external
or internal research based on
symptoms

OJ3.Test the theory to determine the
cause

a.0Once the theory is confirmed,
determine the next steps to
resolve the problem

b.If the theory is not confirmed,
re-establish a new theory or
escalate

O4.Establish a plan of action
to resolve the problem and
iImplement the solution

a.Refer to the vendor’s
instructions for guidance

O5.Verify full system functionality
and, if applicable, implement
preventive measures

O6.Document the findings, actions,
and outcomes

© Elysium Academy Private Limited. All Rights Reserved.
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TROUBLESHOOT
MOTHERBOARDS, RAM,
CPU, AND POWER

Ol.Common symptoms

a.Power-on self-test (POST) beeps

EHAP b.Proprietary crash screens

(blue screen of death [BSOD]/
pinwheel)

c.Black screen

d.No power

e.Sluggish performance
f.Overheating

g.Burning smeli
h.Intermittent shutdown
I.LApplication crashes
j.Grinding noise
k.Capacitor swelling

l.Inaccurate system date/time

DIAGNOSE PROBLEMS
WITH STORAGE DRIVES

| Ol.Common symptoms

I - Light-emitting diode (LED)
: status indicators

EHAPTER - Grinding noises

- Clicking sounds

- Bootable device not found

© Elysium Academy Private Limited. All Rights Reserved. 23
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e.Data loss/corruption

f.RAID failure

g.Self-monitoring, Analysis,
and Reporting Technology
(S.M.A.R.T.) failure

h.Extended read/write times

i.Input/output operations per
second (IOPS)

j.Missing drives in OS

o - TROUBLESHOOT VIDEO,
1 ' | PROJECTOR, AND DISPLAY
Yy By . ISSUES

Ol.Common symptoms

a.lncorrect data source

EHAPTER b.Physical cabling issues

c.Burned-out bulb

d.Fuzzy image

e.Display burn-in

f.Dead pixels

g.Flashing screen
h.Incorrect color display
I.Audio issues

j.DIim image

K.Intermittent projector shutdown

© Elysium Academy Private Limited. All Rights Reserved. 24
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TROUBLESHOOT MOBILE
DEVICES

Ol.Common symptoms

a.Poor battery health
b.Swollen battery

EHAP c.Broken screen

d.Improper charging

e.Poor/no connectivity

f.Liquid damage

g.0Overheating

h.Digitizer issues

I.Physically damaged ports
j.Malware

k.Cursor drift/touch calibration

TROUBLESHOOT AND
RESOLVE PRINTER ISSUES

Ol.Common symptoms

a.Lines down the printed pages
b.Garbled print

EHAPTER c.Toner not fusing to paper

d.Paper jams

e.Faded print
f.Incorrect paper size
g.Paper not feeding
h.Multipage misfeed

© Elysium Academy Private Limited. All Rights Reserved. 25
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I.Multiple prints pending in queue
j.Speckling on printed pages
k.Double/echo images on the print
l.Incorrect color settings
Mm.Grinding noise

n.Finishing issues

- Staple jams

- Hole punch

o.Incorrect page orientation

TROUBLESHOOT
PROBLEMS WITH WIRED
AND WIRELESS NETWORKS

Ol.Common symptoms

a.lntermittent wireless connectivity

EHAPTR b.Slow network speeds

c.Limited connectivity
d.Jitter
e.Poor Voice over Internet Protocol (VoIP) quality

f.Port flapping
g.High latency
h.External interference

© Elysium Academy Private Limited. All Rights Reserved. 26
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NETWORK FUNDAMENTALS

O1- What is NETWORK?
O2. Concepts For Network +

ﬂﬂﬂﬂﬂ
R
1 ¢

a.Data Networking

EHAP B. Communication Process

O1- OSI MODEL / TCP Model
O2. Encapsulation Concepts
a. Data Encapsulation and Decapsulation
within the OS| Model Context.
b. Ethernet Header
c. Internet Protocol (IP) Header

d. Transmission Control Protocol (TCP) /
User Datagram Protocol (UDP) Headers

e. TCP Flags

f. Payload

g. Maximum Transmission Unit(MTU)

NETWORK TOPOLOGIES
AND NETWORK TYPES

O1- Types Of Topologies
. a. Star / Hub — and - Spoke
. b. Mesh

CHAPTER c. Bus

d. Ring

e. Hybrid

© Elysium Academy Private Limited. All Rights Reserved.
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O2. Network Types and Characteristics

a. Peer — To — Peer

ACADEMY
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b. Client — Server

c. Local Area Network (LAN)

d. Metropolitan Area Network (MAN)

e. Wide Area Network (WAN)

f. Wireless Local Area Network (WLAN)

g. Personal Area Network (PAN)

h. Campus Area Network (CAN)

. Storage Area Network (SAN)

j. Software — Defined Wide Area
Network (SDWWAN)

k. Multiprotocol Label Switching (MPLS)

l. Multipoint Generic routing
Encapsulation (MGRE)

OJ. Service - Related Entry Point

a. V- Switch

b. Virtual Network Interface Card (VNIC)
c. Network Function Virtualization (NFV)
d. Hypervisor

O4. Provider Links
a. Satellite
b. Digital Subscriber Line (DSL)
c. Cable
d. Leased Line
e. Metro - Optical

© Elysium Academy Private Limited. All Rights Reserved. 28
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e

o o NETWORK TOPOLOGIES
2~ | F | | ANDNETWORK TYPES
-.II' ]"!“ 'IIJI

. O1- Copper

a. Twisted Pair

e CAT 5
CHAPTER AT

» CAT 6
* CAT 6a
* CAT 7
* CAT 8

b. Coaxial / RG - 6
c. T'win Axial
d. Termination Standards

 TIA / EIA — 567A
* TIA/EIA-568B

O2: Fiber
a. Single — Mode
b. Multimode

OJ3- Connecter Types

a. Local Connecter (LC), Straight Tip (ST),
Subscriber Connector(SC),
Mechanical Transfer (MT),

Reqgistered Jack (RJ)

« Angled Physical Contact (APC)
e Ultra — Physical Contact (UPC)

© Elysium Academy Private Limited. All Rights Reserved. 29
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a. RJ 11

b.RJ 45

c.F - Type Connector
d. Transceiver Type

* Small Form — Factor Pluggable (SFP)
* Enhanced Form - Factor
* Pluggable (SFP +)

e Enhanced Quad Small Form Factor
Pluggable (QSFP +)

O4. Cable Management

a. Patch Panel / Patch Bay
b. Fiber Distribution Panel
c. Punch Down Block

e 66

e 110

e Krone

e BIX

O5. Ethernet Standards

a. Copper
e JOBASE - T
* 1OO BASE - TX
* JIOOO BASE - T
e 10 GBASE - T
e 40 GBASE-T

© Elysium Academy Private Limited. All Rights Reserved.
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b. Fiber

100 BASE - FX

* 100 BASE - SX

* 1000 BASE - SX

« 1000 BASE - LX

« 10 G BASE - SR

« 10 GBASE - LR

« Coarse Wavelength Division Multiplexing
(CWDM)

e Dense Wavelength Division Multiplexing
(DWDM)

e Bidirectional Wavelength Division
Multiplexing (WDM)

= o=  CONFIGURE A SUBNET AND
£ (1) | USE APPROPRIATE IP
ADDRESSING SCHEMES

B B O1- Public Vs. Private
a. TFC1918

EHAPTER b. Network Address
Translation (NAT)
c. Port Address Translation (PAT)

O2-1PV4 Vs. IPV6

a. Automatic Private IP Addressing
(APIPA)
b. Extended Unique Identifier (EUl — 64)

© Elysium Academy Private Limited. All Rights Reserved. Sl
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c. Multicast

d. Unicast

e. Anycast

f. Broadcast

g. Link Local

h. Loop Back

. Default Gateway

OJ3- IPv4 Sub Netting
a. Classless (Variable -

Length Subnet Mask)
b. Classful

¢ —A

.+ —B

« —C

 Classless Inter — Domain Routing
(CIDR) Notation

O4. Ipvé Concepts

a. Tunneling

b. Dual Stack

c. Shorthand Notation

d. Router Advertisement

e. Stateless Address Auto Configure
(SLAAC)

© Elysium Academy Private Limited. All Rights Reserved.
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O5: Virtual IP(VIP)

O6. Sub - Interfaces

O7. Explain Common Ports and
Protocols, their application,
and Encrypted Alternatives

d. Ports and Protocols

b. Internet Control Message
Protocol (ICMP)

c. TCP

d. UDP

e. Generic Routing Encapsulation (GRE)

f. Internet Protocol Security (IPSec)

g. Authentication Header (AH) /
Encapsulation Security Payload (ESP)

h. Connection Less Vs. Connection -
Oriented

USE AND PURPOSE OF
AN NETWORK SERVICES

_ 4 O1- DHCP

d. Scope

b. Exclusion Ranges
EHAPTER c. Reservation

d. Dynamic Assignment
e. Static Assignment

f. Lease Time

g. Scope Options

© Elysium Academy Private Limited. All Rights Reserved. 35
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n. Available Leases
. DHCP Relay
j. IP Helper / UDP Forwarding

O2- DNS

d. Record Types
e Address (A Vs. AAAA)

* Canonical Name (CNAME)
* Mail Exchange (MX)

e Start of Authority (SOA)

e Pointer (PTR)

e Text (TXT)

» Service (SRV)

* Name Server (NS)

b. Global Hierarchy
e Root DNS Server

c. Internal Vs. External

d. Zone Transfers

e. Authoritative Name Servers

f. Time to Live (TTL)

g. DNS Caching

h. Reverse DNS / Reverse Lookup /
Forward Lookup

i. Recursive Lookup / Iterative Lookup

© Elysium Academy Private Limited. All Rights Reserved.
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OJ3- NTP

a. Stratum
b. Clients
c. Servers

— BASIC CORPORATE AND
2 Im DATACENTER NETWORK

R O1- Three-tiered
W ) | a. Core
t b. Distribution/aggregation layer

y I
HAPTER c. Access/edge

O2- Software-defined networking

d. Application layer

b. Control layer

c. Infrastructure layer
d. Management plane

OJ3- Spine and leaf

a. Software-defined network
b. Top-of-rack switching
c. Backbone

O4- Traffic flows

a. North-South
b. East-West
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{2007

O5- Branch office vs. on-premises
datacenter vs. colocation
O6. Storage area networks

a. Connection types

b. Fibre Channel over Ethernet (FCoE)

c. Fibre Channel

d. Internet Small Computer Systems
Interface (iSCSI

o» a»  CLOUD CONCEPTS AND
U1 £ | CONNECTIVITY

= W 4 O1- Deployment models
o N a. Public
b. Private

EHAPTER c. Hybrid

d. Community

O2- Service models

a. Software as a service (Saas)

b. Infrastructure as a service (laa$S)
c. Platform as a service (Paas)

d. Desktop as a service (Daas)

O3 Infrastructure as code
a. Automation/orchestration

O4.- Connectivity options
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a. Virtual private network (VPN)
b. Private-direct connection
to cloud provider

ACADEMY
Milestone of Cognizance

O5- Multitenancy
Oé. Elasticity

O7. Scalability
O8. Security implications

. S CONTRAST VARIOUS

AER DEVICES, APPROPRIATE
g £ PLACEMENT ON THE
10 NETWORK

O1- Networking devices

| f w
1 - ¥ \ - |
1""-“ '\"Ir T‘: ;"
- ol 3 o
4-7___._*___‘ - F_'..-'-"':-F -.“;:_:_LT =t o

I I a. Layer 2 switch

b. Layer 3 capable switch
C. Router

d. Hub

e. Access point

f. Bridge

g. Wireless LAN controller
h. Load balancer

. Proxy server

j. Cable modem

k. DSL modem

|. Repeater

m. Voice gateway
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n. Media converter

0. Intrusion prevention system
(IPS)/intrusion detection
system (IDS) device

p. Firewall

d. VPN headend

O2- Networking devices

d. Voice over Internet
Protocol (VolP) phone
b. Printer
c. Physical access control devices
d. Cameras
e. Heating, ventilation, and air
conditioning (HVAC) sensors
Internet of Things (loT)
. Refrigerator
. Smart speakers
. Smart thermostats
j. Smart doorbells
K. Industrial control systems/ supervisory
control and data acquisition (SCADA)

- ) ™
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ROUTING TECHNOLOGIES
N 4 AND BANDWIDTH
' ¥ MANAGEMENT

O1:- Routing

- a. Dynamic routing

EHAPTER b. Protocols [Routing Internet
Protocol (RIP), Open Shortest
Path First (OSPF), Enhanced
Interior Gateway Routing Protocol
(EIGRP), Border Gateway
Protocol (BGP)]

C. Link state vs. distance
vector vs. hybrid

d. Static routing

e. Default route

f. Administrative distance

g. Exterior vs. interior

h. Time to live

O2- Bandwidth management

a. Traffic shaping
b. Quality of service (QoS)
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e INSTALL AND CONFIGURE
a0 m WIRELESS STANDARDS
"4 a AND TECHNOLOGIES

U Re , O1. 802.11 standards

- i\ AJ: - 1 L £ |
| . | e .:-_‘_- - o 1
I'.I }-T' — “I : o —— !I
L ¥ L '
A 4 o
4':_ S - : __.._..__:-F 'ﬁ:_:-:._:_ - — o
b & b

C.g
d. n (WiFi 4)

e. ac (WiFi 5)
f. ax (WiFi 6)

——

O2. Frequencies and range

a. 2.4GHz
b. S5GHz

O43. Channels

d. Reqgulatory impacts

O4. Channel bonding
O5. Service set identifier (SSID)

a. Basic service set

b. Extended service set
c. Independent basic service set (Ad-hoc)

d. Roaming
O6. Antenna types

a. Omni
b. Directional
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O7- Encryption standards

a. WiFi Protected Access (WPA)/

WPA?2 Personal [Advanced

Encryption Standard (AES)/

Temporal Key Integrity Protocol (TKIP)]
b. WPA/WPA?2 Enterprise (AES/TKIP)

O8- Cellular technologies

a. Code-division multiple access (CDMA)

b. Global System for Mobile
Communications (GSM)

c. Long-Term Evolution (LTE)

d. 3G, 4G, 5G

O9- Multiple input, multiple
output (MIMO) and multi-user
MIMO (MU-MIMO)

STATISTICS AND SENSORS

/ - b s - A

AR TO ENSURE NETWORK
AVAILABILITY

\ - !

N | O1:- Performance metrics/sensors
W W a. Device/chassis
CHAPTER b. Temperature
c. Central processing
unit (CPU) usage
d. Memory
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e. Network metrics
f. Bandwidth

g. Latency

h. Jitter

O2- SNMP

a. Traps
b. Object identifiers (OIDs)

O3- Network device logs

d. Log reviews

. Traffic logs

. Audit logs

. Syslog

. Logging levels/severity levels

® Q O O

O4: Interface statistics/status

a. Link state (up/down)

b. Speed/duplex

c. Send/receive traffic

d. Cyclic redundancy checks (CRCs)
e. Protocol packet and byte counts

O5:. Interface errors or alerts

a. CRC errors

b. Giants

C. Runts

d. Encapsulation errors

© Elysium Academy Private Limited. All Rights Reserved.
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O6- Environmental factors and
Sensors

d. lTemperature
b. Humidity
c. Electrical
d. Flooding

ELYSIUM

ACADEMY
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O7- Baselines
O8. NetFlow data
09. Uptime/downtime

P — PURPOSE OF
A B | ORGANIZATIONAL
2 N DOCUMENTS AND

O1:- Plans and procedures

EHAPTER a. Change management

p. Incident response plan

c. Disaster recovery plan

d. Business continuity plan

e. System life cycle

f. Standard operating procedures

O2- Hardening and security policies

d. Password policy
b. Acceptable use policy
c. Bring your own device (BYOD) policy
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d. Remote access policy

e. Onboarding and offboarding policy
f. Security policy

g. Data loss prevention

0O3- Common documentation

a. Physical network diagram

pb. Floor plan

c. Rack diagram

d. Intermediate distribution
frame (IDF)/main distribution
frame (MDF) documentation
Logical network diagram
Wiring diagram

. Site survey report

. Audit and assessment report
I. Baseline configurations

>Q ™0

O4.- Common agreements

a. Non-disclosure agreement (NDA)
b. Service-level agreement (SLA)
c. Memorandum of

understanding (MOU)

© Elysium Academy Private Limited. All Rights Reserved.
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- HIGH AVAILABILITY AND
AR DISASTER RECOVERY
vl B J Ol. Load balancing
O2. Multipathing
EHAPTER O3. Network interface card
(NIC) teaming
O4. Redundant hardware/clusters

a. Switches
pb. Routers
c. Firewalls
O5. Facilities and infrastructure
support

a. Uninterruptible power supply (UPS)
b. Power distribution units (PDUs)

c. Generator
d. HVAC
e. Fire suppression

Oé6. Redundancy and high
availability (HA) concepts

a. Cold site

b. Warm site

c. Hot site

d. Cloud site

e. Active-active vs. active-passive

f. Multiple Internet service
providers (ISPs)/diverse paths
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g. Virtual Router Redundancy
Protocol (VRRP)/First Hop
Redundancy Protocol (FHRP)

h. Mean time to repair (MTTR)

. Mean time between failure (MTBF)

j. Recovery time objective (RTO)

k. Recovery point objective (RPO)

O7- Network device backup/restore

a. State
b. Configuration

.-""r{ 'h-._i F Hi:._l

AN 'E ‘: .'_.‘
i - ﬁ. 4 - )
i Yy Y B ! Y Y |
‘ ‘k i I e _

L 9. O1- Confidentiality, integrity,
H B R R availability (CIA)
O2. Threats

.Ill |II'-h- ..-_'..'“ '.. JII 1.1‘ : ._'_:'; II'|
Y 1 ¥
'l+ ' ;l;:r "':Ii ..I'.
- 5 Ly i
- 4 L ”H;m‘_'r.l'r
--."_—\—'—. -_':-- -H-.:‘_—-:—f_:‘_-'-' 3

b. External
OJ3- Vulnerabilities

ad. Common vulnerabilities
and exposures (CVE)
b. Zero-day

O4- Exploits
O5. Least privilege
O6. Role-based access
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O7- Zero Trust
O8. Defense in depth

a. Network segmentation enforcement

b. Perimeter network [previously
known as demilitarized zone (DMZ)]

c. Separation of duties

d. Network access control

e. Honeypot

09- Authentication methods

a. Multifactor

b. Terminal Access Controller Access-
Control System Plus (TACACS+)

c. Single sign-on (SSO)

d. Remote Authentication Dial-
in User Service (RADIUS)

e. LDAP

f. Kerberos

g. Local authentication

h. 802.1X

. Extensible Authentication
Protocol (EAP)

10- Risk Management

d. Security risk assessments
b. Threat assessment
c. Vulnerability assessment
d. Penetration testing
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e. Posture assessment
f. Business risk assessments
g. Process assessment
h. Vendor assessment

11- Security information and
event management (SIEM)

- A CONTRAST COMMON
TYPES OF ATTACKS

O1- Technology-based

R ——— (T =——

N & d. Denial-of-service (DoS)/
distributed denial-of-service

CHAPTER (DDoS)

b. Bothet/command and control

c. On-path attack (previously known

as man-in-the-middle attack)

d. DNS poisoning

e. VLAN hopping

f. ARP spoofing

g. Rogue DHCP

h. Rogue access point (AP)

. EVil twin

J. Ransomware

K. Password attacks

|. Brute-force

m. Dictionary
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n. Dictionary

0. MAC spoofing

p. IP spoofing

d. Deauthentication
r. Malware

O2- Human and environmenta
a. Social engineering
b. Phishing
c. Tailgating
d. Piggybacking
e. Shoulder surfing

B NETWORK HARDENING
‘ TECHNIQUES
a O1- Best practices
B a. Secure SNMP il

n " b. Router Advertisement (RA) Guard K\
EHAPTER c. Port security "
d. Dynamic ARP inspection
e. Control plane policing
f. Private VLANS
g. Disable unneeded switchports
h. Disable unneeded network services
I. Change default passwords
j. Password complexity/length
K. Enable DHCP snooping
. Change default VLAN
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m. Patch and firmware management
Nn. Access control list

0. Role-based access

p. Firewall rules

d. Explicit deny

r. Implicit deny

O2- Wireless security
a. MAC filtering
b. Antenna placement
c. Power levels
d. Wireless client isolation
e. Guest network isolation
f. Preshared keys (PSKs)
g. EAP
h. Geofencing
. Captive portal

OJ3- loT access considerations

02. REMOTE ACCESS METHODS
AND SECURITY IMPLICATIONS

Ol- Site-to-site VPN
O2. Client-to-site VPN

a. Clientless VPN
b. Split tunnel vs. full tunnel

OJ3- Remote desktop connection
O4. Remote desktop gateway
O5. SSH

ACADEMY
Milestone of Cognizance
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O6- Virtual network computing (VNC)
O7. Virtual desktop
0O8. Authentication and
authorization considerations
09. In-band vs. out-of-band
management

__ IMPORTANCE OF
I | PHYSICAL SECURITY

a8 . Ol: Detection methods
-l N a. Camera

b. Motion detection

EHAPTER c. Asset tags

d. Tamper detection

O2- Prevention methods
a. Employee training
b. Access control hardware
c. Badge readers
d. Biometrics
e. Locking racks
f. Locking cabinets
g. Access control vestibule
(previously known as a mantrap)
h. Smart lockers

OJ3- Asset disposal

a. Factory reset/wipe configuration
b. Sanitize devices for disposal
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NETWORK
TROUBLESHOOTING

| ‘L O1- Identify the problem
a. Gather information
b. Question users

EHAPTER c. ldentify symptoms

d. Determine if anything has changed
e. Duplicate the problem, if possible
f. Approach multiple

problems individually

O2- Establish a theory of
probable cause

ad. Question the obvious

b. Consider multiple approaches

c. Top-to-bottom/
pbottom-to-top OS|I model

d. Divide and conquer

OJ5- Test the theory to determine
the cause

a. If the theory is confirmed, determine
the next steps to resolve the problem

b. If the theory is not confirmed,
reestablish a new theory or escalate
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O4- Establish a plan of action to
resolve the problem and
identify potential effects

O05. Implement the solution or

escalate as necessary

Verify full system functionality

and, if applicable, implement

preventive measures

Document findings, actions,

outcomes, and lessons learned

ACADEMY
Milestone of Cognizance

O7.

. B TROUBLESHOOT COMMON
" CABLE CONNECTIVITY

O1- Specifications and limitations

a. Throughput
b. Speed

EHAPTER c. Distance

O2- Cable considerations

a. Shielded and unshielded
b. Plenum and riser-rated

OJ3- Cable application

a. Rollover cable/console cable
b. Crossover cable
c. Power over Ethernet
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O4- Common issues

a. Attenuation

b. Interference

c. Decibel (dB) loss

d. Incorrect pinout

e. Bad ports

f. Open/short

g. Light-emitting diode

(LED) status indicators

h. Incorrect transceivers

. Duplexing issues

j. Transmit and receive (TX/RX) reversed

K. Dirty optical cables
O5- Common tools

a. Cable crimper

b. Punhchdown tool

c. Tone generator

d. Loopback adapter

e. Optical time-domain

reflectometer (OTDR)

f. Multimeter

g. Cable tester

h. Wire map

. Tap

J. Fusion splicers

K. Spectrum analyzers

. Snips/cutters

m. Cable stripper

n. Fiber light meter
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. NETWORK SOFTWARE
" | TOOLS AND COMMANDS

A I B O1- Software tools

a. Wikl analyzer
i b. Protocol analyzer/packet capture

EHAPTER c. Bandwidth speed tester
d. Port scanner
e. iperf
f. NetFlow analyzers
g. Trivial File Transfer

Protocol (TFTP) server
h. Terminal emulator
. IP scanner

O2- Command line tool
d. ping
b. ipconfig/ifconfig/ip
c. nslookup/dig
d. traceroute/tracert
e. arp
f. netstat
g. hosthname
h. route
. telnet
J. tcpdump
K. nmap
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OJ3- Basic network platform commands

a. show interface
b. show config
c. show route

= a» O01. TROUBLESHOOT COMMON
I B WIRELESS
CONNECTIVITY ISSUES

O1- Specifications and limitations

—_—

| 4 |
1\.._*”“_.1': .
- 4

=

a. Throughput
b. Speed
C
d

. Distance
. Received signal strength
indication (RSSI) signal strength
e. Effective isotropic radiated
power (EIRP)/power settings

O2- Considerations

. Antennas

. Placement

Type

. Polarization
Channel utilization
AP association time
. Site survey

Q DO 0 0 T Q
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0O3- Commonissues

a. Interference

b. Channel overlap

c. Antenna cable attenuation/signal loss
d. RF attenuation/signal loss

e. Wrong SSID

f. Incorrect passphrase

g. Encryption protocol mismatch

h. Insufficient wireless coverage

. Captive portal issues

j. Client disassociation issues

02. TROUBLESHOOT GENERAL
NETWORKING ISSUES

O1- Considerations

a. Device configuration review

b. Routing tables

c. Interface status

d. VLAN assignment

e. Network performance baselines

0O2:- Commonissues

a. Collisions

b. Broadcast storm

c. Duplicate MAC address
d. Duplicate IP address

e. Multicast flooding

f. Asymmetrical routing
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g. Switching loops

h. Routing loops

. Rogue DHCP server

j. DHCP scope exhaustion

K. IP setting issues

. Incorrect gateway

M. Incorrect subnet mask

Nn. Incorrect IP address

0. Incorrect DNS

p. Missing route

g. Low optical link budget

r. Certificate issues

s. Hardware failure

t. Host-based/network-
based firewall settings

U. Blocked services, ports, or addresses

v. Incorrect VLAN

w. DNS issues

X. NTP issues

y. BYOD challenges

z. Licensed feature issues

ad. Network performance issues
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Introduction To Linux

1. What Is Operating System?
2.Whatis Linux OS?

3.History of Linux

4.Linux vs. Unix

CHAPTER 5.Linux Flavors / Distributions

6.Linux Users

/.LInux vs. Windows

2. Download, install and Configure

1. Whatis Virtual Box?

2.Downloading and installing Oracle
Virtual-Box

L 4 3.Ubuntu Server vs. Ubuntu Desktop
ER 4.Creating VM in Virtual-Box

5.Download and install Linux
(Ubuntu / CentOS server)

6. Download and Install Linux
(Ubuntu / CentOS Desktop)

SYSTEM ACCESS & FILE
SYSTEM

O1.Real time Access Linux System:

1. Installing Putty or any Other SSH Client

EHAPTER 2. Comparison of other OS Clients
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O2.Linux Command Prompts & Getting
Prompts Back

OJ.Introduction to Linux File System:

1. What is File System?
2.Different Type of File System

3.How to find file system type in Linux and
Windows

O4.File System Structure & Description

OS5.File System Navigation Commands
(CD,LS and PWD)

1. Cd

2.Pwd

3.Ls

Oé6.Linux File or Directory Properties
O7.Linux File Types

1. Regular Files ('~

2.Directory Files (‘d’)

3.Special Files (Actually, this one has 5 types
in it.)
a.Block File('b’)

b.Character Device File (‘c’)

c.Names pipe file or just a pipe file ('p’)
d.Symbolic link file (‘l’)
e.Socket file(’s’)

08. What is Root?

1. What is root user / super user

2.What is root / directory
3.Whatis /root home directory
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09.Change Password in Linux

1. Change Password for Root User
2.Change password for Standard User

10.Absolute and Relative Paths
1. Absolute path
2.Relative Path
3.Navigating to File system Using Both Paths

11.Creating Files and Directories

a.Touch
b.Cp
c. Vi

d.mkdir

12.Copying Directories

153.Finding Files and Directories

(Find , Locate)

14.Difference Between Find and Locate
Commands

15.Linux Wild Cards Commands
(*,?2.,7 .11

16.Soft and Hard Links (In) in Linux
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I N LINUX FUNDAMENTALS:

N Ol.Linux Command Syntax
- (Command, Options, Argument)
O2.Files and Directory Permissions

EHAPTER 1. -=First dash or bit identifies the file type

2.---=2nd 3 bits defines the permission for user
( file or dir owner )

3.---=3rd 3 bits defines the permission for group

4.---= 4th 3 bits defines the permission for
everyone else

S.File Permissions Using Numeric Mode
(Chmod 777 file)

6.File Ownership Commands ( Chown, chgrp)

O3.Linux Access Control List (ACL)
O4.Help Commands in Linux

1. Man
2. Whatis
3.Command --help

O5.TAB Completion and Up Arrow
Keys in Linux

06. Adding Text to Files
1. Echo

2.Redirects > and >>

3.Vi

O7.Input and Output Redirects

( >, >>, <, stdin ,Stdout and stderr)
08.Standard Output to a File

(tee command) in Linux
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O9.Linux Pipes ()

10.File Maintenance Commands

1. Cp

2.Rm

3.Mv

4.Mkdir

5.Rmdir orrm -f
6.Chgrp
/.chown

11.Files Display commands

1.Cat
2.More
J3.Less
4.Head
S.Tail

6. Vi

12.Filters / Text Processing Commands

1. Cut - Text Processors Commands

2. Awk - Text Processors Commands

3.Grep and egrep - Text Processors Commands
4.Sort / Uniq - Text Processors Commands

5.Wc - Text Processors Commands

13.Compare Files ( Diff and cmp)
14.Compress and uncompress ( tar,
gzip , gunzip)
15.Truncate File Size ( truncate )
16.Combining and Splitting Files
17.Linux Vs. Windows Commands
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{

e = SYSTEM ADMINISTRATION
i IN LINUX

Ol.Linux File Editor (vi)

1. Vi

EHAPTER 2.1= Insert mode

3.a=Insert and move cursor

4.zz or :wq! = save file and quit vi editor
5.:g! = quit vi editor without saving

6.Up , down, left and right keys = to navigate
within vi editor

/.0= to start inserting form a new line

8.Shift g= Takes you to the end of a file
while In vi

9./ = searches fr a pattern while in vi mode

O2.Different between vi and vim editor
03."sed” Command
O4.User Account Management

1. Useradd

2.Userdel

3.Groupdel

4.Usermod
4.1.User Files

a) /etc/passwd
b) /etc/shadow

c) /etc/group
O5.Enable Password Aging
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06.Switch Users and sudo Access
1. Su or su —

ACADEMY
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2.Sudo commands

O7.Monitor User
1. Who
2.Last
3.W
4.id
O8.Talking to Users

1. Users
2. Wall
3.Write

O9.Linux Directory Service - Account

Authentication

10.Difference between Active
Directory, LDAP, IDM, WiIinBIND,
OpenLDAP etc.

11.System Utility Commands in linux

1. Date
2.Uptime

3.Hosthame
4.Uname
5.Which
6.Cal

/.Cal

8.bc
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12.Processes, Jobs and Scheduling

13.Systemctl command

14.Ps command

15.Top command

16.Kill command

17.Crontab command

18.At command

19.Additional cronjobs ( Hourly, daily,
Weekly, monthly)

20.Process Management ( bg, fg, nice)

21.System Monitoring Commands in

Linux:

ACADEMY
Milestone of Cognizance

1. Top

2.Df

3.Dmesg

4.loststat

S.Netstat

6.Free
/.Cat/proc/cpuinfo
8.Cat/proc/meminfo

22.System Logs Monitor in Linux:

1. /var/log
2./var/log/message
3.Dmseg

4. mail
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23.System Maintenance Commands
in Linux:

1. Shutdown
2.Reboot
3.Init O-6

4.halt
24.Changing System Hosthame

(hosthamectl)

25.Finding System Information in Linux
1. Uname

2.Cat/etc/redhat - release
3.Cat/etc/*rel*
4.dmidecode

26.Finding System Architecture in
Linux (arch)
27.Terminal Control Keys
28.Terminal Commands ( Clear, exit,
script)
29.Recover Root Password In Linux:
1. Restart the system or type reboot

2.Catch the grub screen

3.Stop at your kernel line and press “e” to enter
the editing mode

4.Find the line that starts with Linux and go to
the end of the line and type

5.rd.read
6.Press ctrl+x to enter into the rescue mode

/. #mount —o remount, rw /sysroot
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8.##ichroot /sysroot
9.#passwd

10. #touch /.autorelabel
11. #exit

12. #exit

30.S0S Report
31.Special Permissions with setuid,
setgid and sticky bit

.1 N

SHELL SCRIPTING
II!I i lﬁ , “'E,II, ]I'I'
r A IN LINUX

Ol.Linux Kernel
O02. Whatis Shell?

O3.Types of Shells
CHAPTER 54 shen scripting

O5.Basic Shell Scripts in Linux
#!/bin/bash

Echo "Hello Elysium”
Oé6.Input and Output of Script

O7.1f-then Scripts in Linux
#!/bin/bash

if [ -e /home/iafzal/veronica ]
then

echo "File exist"

else
echo "File does not exist"
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O8.For Loop Scripts in Linux
#!/bin/bash
if [ -e /home/iafzal/check ]
then
echo "File exist"”
else
echo "File does not exist”
fi
09.Linux do-while Scripts:
#!/bin/bash
count=0
num=10
while [ $count -1t 10 ]
do
echo
echo $num seconds left to stop this process $1
echo
sleep 1

nums= expr $Snum -1
count=expr Scount + 1
done

echo

echo sl process is stopped!!!

echo
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10.Case Statement Scripts

Linux case Statement Scripts:

#!/bin/bash
echo Please enter the letter next to the

command that you want to select:
echo 'a date'
echo b ls
echo '¢c who'
echo 'd hostname'
read choice
case $choice in
a) date;;
b)ls;;
c) who;;
d) hostname;;
*) echo Invalid choice - Bye.
esac

11.Check Remote Servers Connectivity
12.Setting up Aliases (alias) in Linux

13.User and Global Aliases
14.Shell History in Linux
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N NETWORKING,
- B SERVICES, & SYSTEM
o UPDATES

By B Ol.Enable Internet on Linux VM:

EHAPTER 1. Open Virtualbox Manager
2.Select the machine you cannot get

internet on in the left pane

3.Click the Settings button in the top menu

4.Click Network in the left pane in the settings
window

5.Switched to Bridged Adaptor in the Attached
to drop-down menu

6.Hit OK to save your changes
/.Start your VM

O2.Network Components

1. IP

2.Subnet mask
3.Gateway
4.Static vs. DHCP
S.Interface
6.Interface MAC

O3.Network Files and Commands

Network Files and Commands in Linux:
Interface configuration files

1. /etc/hosts
2.Verion 6 = /etc/sysconfig/network

3.Version 7 = /fetc/hosthname
4./etc/sysconfig/network-scripts/ifcfg-nic
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5./etc/resolv.conf

6. /etc/nsswitch.conf
/.Network Commands
8.ping

9.ifconfig

10. ifup or ifdown

11. netstat

12. tcpdump

O4.NIC Information (ethtool) in Linux

OS5.NIC or Port Bonding

O6.New Network Utilities (nmtui, nmcli,
nm-connection - editor and GNOME
Settings)

O7.Downloading Files or Apps (wget) in
Linux

08.Curl and ping commands in Linux

O9.FTP -File Transfer Protocol

10.SCP - Secure Copy Protocol

11.rsync — Remote Synchronization

12.System Updates and Repos

l.rpm

2.yum
13.System Upgrade and Patch
Management
14.Crate Local Repository from
CD/DVD/USB in Linux

15.Advance Package Management
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Since
{2007

16.Rollback Patches and Updates
in LinuxX
17.SSH and Telnet

1. SSH and Telnet in Linux

2.SSH Vs. Telnet in Linux
18.DNS- Download, Install and

Configure ( Domain Name System)

in Linux

19. Hostname or IP Lookup (nslookup
and dig) in Linux

20.Network Time Protocol
1. Linux Network Time Protocol

2.Linux chronyd ( New Version of NTP)
3.New System Utility Command (timedatectl)

21.Linux Sendmail

22.Web Server (Apache - HTTP)
<IDOCTYPE html>

<html>

<body style="background-color:lightgrey;">
<br>

<hl style="text-align:center;">Welcome to My
First Page</h1>

<h4 style="text-align:center;">My name is
Imran Afzal</h4>

<br>

<br>

<br>

</body>

</html>
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253.Central Logger (rsyslog)

24.Securing Linux Machine (OS
Hardening)

25.0pen LDAP Installation

26.Tracing Network Traffic(traceoute)

27.Configure and Secure SSH

28.SSH - Keys — Access Remote Server
without Password

29.Linux Web-Based Administration
(cockpit)

S30.Firewall

31.Tune System Performance (tuned,
nhice and renice)

32.Run Containers - dockers and
podman

33.Kickstart ( Automate Linux

Installation)
34.DHCP Server
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DISK MANAGEMENT AND
RUN LEVELS

O1. System Run Levels

02.Computer Boot Process

OJ3.Linux Boot Process

O4.Message of the Day

0O5. Customize Message of the Day

06.Storage

O7.Disk Partition (df , fdisk)

0O8. Add Disk and Create Standard

Partition

09.Logical Volume Management

10. LVM Configuration During
Installation

11. Add Disk Create New LVM Partition
(pvcreate, vgcreate, lvcreate)

12. Extend Disk using LVM

153. Adding Swap Space

14. Advance Storage Management
with Stratis

15. RAID ( Redundant Array of

Independent Disks)

16. File System Check

(fsck and xfs_repair)

17. System Backup (dd Command)

18. Installation and Configuration of
Network File System(NFS)
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19. Samba Installation and
Configuration

20.NAS Drive for NFS or Samba

21. SATA and SAS
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